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What Do I Need to Do to Be SCA Compliant? 
 
In January 2018, the second Payment Services Directive (PSD2) came into force. This was introduced to 
increase consumer protection, improve payment security and prevent fraud. From 14 September 2019, 
PSD2 requires payments to be validated using Strong Customer Authentication.  
 

What’s Strong Customer Authentication (SCA)? 
 
All electronic payments, whether face to face or remote, require SCA. This means a customer must 
authenticate their payment using at least two independent factors: 
 

 

Possession – something only you have. For example, your mobile device 

registered with your issuing bank or a hardware token that has been issued to you 
 
 
 
 
 

Inherence – something only you are. For example, your fingerprint, iris scan or 

other form of biometric that can uniquely identify you. 
 
 
 
 
 

Knowledge – something only you know. For example, a unique passphrase 

or identification number this is known only to you. 
 
 
 
 

 
Further information on PSD2 and SCA can be found within our Blog section. You’ll find our whitepaper called 
‘The changing face of card payments’ and our blog called ‘Payment Services Directive 2 (PSD2)' there. 
 

Does SCA apply to all transactions? 
 

Chip and PIN transactions already adhere to SCA  
Contactless payments are exempt, however, a new decline code is being 
introduced that will ask the cardholder to complete a chip and PIN transaction if 
extra security is required (see the Face to Face Transactions section) 

 

Unattended parking and transport terminals are exempt  
All other unattended devices are required to support chip and PIN  
Mail Order and Telephone Order (MOTO) transactions, Recurring Transactions 
and Merchant Initiated Transactions (Stored Credential Transactions, also known 
as Credential on File Transactions), are out of scope for SCA but need to be 
flagged correctly (see the MOTO and Merchant Initiated Transaction section) 

 

Ecommerce transactions require SCA (see the Ecommerce Transaction section)  
Anonymous transactions (pre-paid cards) - not subject to the SCA mandate  
International transactions – it may not be possible for UK-based customers to 
apply SCA to transactions when the card issuer isn’t located in the European 
Economic Area (EEA), but you should still attempt SCA for all transactions 

 

https://www.globalpaymentsinc.com/en-gb/blog
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/blog/the-changing-face-of-card-payments-eu.pdf?modified=20190614133606&la=en-gb&hash=822388BAC3A8CF462BA0984577377AB105E74ABE
https://www.globalpaymentsinc.com/en-gb/blog/2019/06/07/payment-services-directive-2
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How’s my business affected by SCA? 
 
The changes you need to make for SCA depend on the type of transactions you process. Please refer to the 
following sections to see what you need to do. 
 

Face to Face Transactions 

 Chip and PIN transactions already comply with the SCA requirement for two factor 
authentication. Your customer is in possession of their card and know their PIN. 

 Transactions made using a mobile device, like a mobile phone also comply with SCA as the 
customer is in possession of their phone, and use a fingerprint to uniquely identify themselves. 

 Contactless transactions don’t fulfil the requirement for two factor authentication but are exempt 
from the SCA requirement. However, additional security requirements may be requested by the 
card issuer. A new decline code is being introduced that will ask the cardholder to complete a 
chip and PIN transaction where that extra security is required. 

 

 
MOTO and Merchant Initiated Transactions 

 While MOTO and Merchant Initiated Transactions (Stored Credential Transactions, also known 
as Credential on File Transactions, where card details are stored for future use), are out of 
scope for SCA, if the card issuer doesn’t know they’re one of these kinds of transactions, they 
may request SCA. If the cardholder is unable to provide the necessary authentication, the 
transaction will be declined. 

 

 

What do I need to do? 
If you rent your terminal from us, we’ll make the changes for you. Just ensure that you and your staff 

understand what’s happening and be ready to reassure cardholders that there’s no problem with their 

card or their account, just that it’s an extra security check requested by their card issuer. 

 
If you own or rent your terminal from another source, contact them immediately to discuss the decline 
code changes needed for the step up from a Contactless to chip and PIN transaction. Details of the 
technical requirements for SCA can be found in our PSD2 and Strong Customer Authentication 
Technical Implementation Guide. 

  

What do I need to do? 
 
It’s critical that all transactions are flagged correctly. 
 
If you rent your terminal from us or use our E-Commerce Platform, we’ve made all the necessary 

changes to ensure transactions contain the correct flags. 

 

If you own or rent your terminal from another source or use a third party provider for your ecommerce 
service, contact them immediately to ensure your transactions are flagged correctly.  
 
Further information on Stored Credential Transactions and details of their technical requirements can 
be found on our website within our Customer Centre under the Stored Credential Transactions tile. 
They’ll also need to apply the technical requirements, which can be found in our PSD2 and Strong 
Customer Authentication Technical Implementation Guide.  

https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/psd2-and-strong-customer-authentication-technical-implementation-guide.pdf?modified=20190412062256&la=en-gb&hash=7166CB110677B075A1516CB021F12710B507655D
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/psd2-and-strong-customer-authentication-technical-implementation-guide.pdf?modified=20190412062256&la=en-gb&hash=7166CB110677B075A1516CB021F12710B507655D
https://www.globalpaymentsinc.com/en-gb/customer-centre/resource-centre
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/psd2-and-strong-customer-authentication-technical-implementation-guide.pdf?modified=20190412062256&la=en-gb&hash=7166CB110677B075A1516CB021F12710B507655D
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/psd2-and-strong-customer-authentication-technical-implementation-guide.pdf?modified=20190412062256&la=en-gb&hash=7166CB110677B075A1516CB021F12710B507655D
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Ecommerce Transactions 

 Payments made via a website require SCA. These transactions must now support 3D Secure, 
which is the ecommerce authentication protocol by the Card Schemes, such as Mastercard and 
Visa. This allows the cardholder to authenticate themselves as the genuine holder of the card. 
Under PSD2, card issuers are obliged to challenge and potentially decline transactions that don’t 
comply. 

 
A new version of 3D Secure (3D Secure 2 – 3DS2) is being introduced to comply with new regulations and 
provide a better customer experience, more security for your business and a frictionless payment 
experience. Read our blog called ‘3D Secure 2 – A Beginner’s Guide’.  
 

 
Ready to Get Started?  
 

 Remember, these changes are being made to increase consumer protection, improve payment 
security and prevent fraud, which will benefit your business 

 

 Read the information we’ve provided on our website to help understand what the SCA 
requirements are 

 

 If you own or rent your terminal from another source or use a third party provider for your 
ecommerce service, contact them immediately to ensure they’re making the necessary changes 
and share our technical docs with them 

 
We know that these changes can be confusing, so there are answers to some questions we think you may 
have in our FAQs. We also have a SCA Decision Tree.  
 
Take a look at these and if you have any other questions, or you want to talk to someone about how SCA 
affects your business, please call your Relationship Manager or our helpdesk on 0345 702 3344*, selecting 
the option for ‘all other enquiries’.  
 
*Lines are open between 9am - 6pm Monday to Friday, excluding public holidays. To help us continually improve on our service and 
in the interests of security, we may monitor and/or record your telephone calls with us. Any recordings remain our sole property. We 
also provide a Textphone service on 0345 602 4818. 
 

 
Global Payments is the trading name of GPUK LLP. GPUK LLP is authorised by the Financial Conduct Authority under the Payment 
Services Regulations 2017 (504290) for the provision of payment services and under the Consumer Credit Act (714439) for the 
undertaking of terminal rental agreements. 
 
GPUK LLP is a limited liability partnership registered in England number OC337146. Registered Office: 51, De Montfort Street, Leicester, 
LE1 7BB. The members are Global Payments U.K. Limited and Global Payments U.K. 2 Limited. Service of any documents relating to the 
business will be effective if served at the Registered Office. 

What do I need to do? 
If you use our Global Payments E-Commerce Platform (previously Realex Payments), this will support 

3DS2 from September 2019. You should have already received communications from us about the 

changes you need to make to comply with the new SCA requirements. . If you’ve any questions about 

the changes or would like more information on our E-Commerce Platform, please email 

ecomsupport@globalpay.com. 

 

If you use a third party provider for your ecommerce services, you need to review the way in which you 

accept card payments. Please speak to your solution provider to make sure your solution is up to date 

with all the flagging requirements and that they’re making changes for the SCA mandate. Our 3DS2 

solution may be used alongside your existing gateway solution, if required. You can contact us on the 

email above for help with this. 

 

Details of the technical requirements for SCA can be found in our PSD2 and Strong Customer 
Authentication Technical Implementation Guide.  

https://www.globalpaymentsinc.com/en-gb/blog/2019/04/24/3d-secure-2-a-beginners-guide
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/faqs-psd2-sca.pdf?modified=20190606121722&la=en-gb&hash=865AF479BF3CEA86FAD1BCF4ADCEA3AAF0C96727
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/sca-decision-tree.pdf?modified=20190606121735&la=en-gb&hash=21BA8D77D219CFC39A68858D36892319319FE544
file://///u1ewgfil004/MARKETING/CC%20&%20C/Projects/PSD2/SCA-3DS/Website%20Page/ecomsupport@globalpay.com
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/psd2-and-strong-customer-authentication-technical-implementation-guide.pdf?modified=20190412062256&la=en-gb&hash=7166CB110677B075A1516CB021F12710B507655D
https://prod-globalpay.azureedge.net/-/media/global-payments/uk-new-images/customer-center-pdfs/strong-customer-authentication/psd2-and-strong-customer-authentication-technical-implementation-guide.pdf?modified=20190412062256&la=en-gb&hash=7166CB110677B075A1516CB021F12710B507655D

